
Spying protection for Windows 

Spybot Anti-Beacon is a simple tool that edits your hosts file to block a high number of Internet 

channels used by Microsoft in Windows and MS Office for “telemetry”, i.e. reporting back to Mi-

crosoft about your software and various activities – not only for Windows 10, but also for Windows 

7 and 8. 

O&O ShutUp10 is a tool for Windows 10 that configures privacy settings. 

W10Privacy is a similar tool that aids setting up Windows 10 for better privacy. 

DoNotSpy is another one of the same kind, as is Destroy-Windows-10-Spying. 

An overview over these tools is given in a video Which Windows 10 Privacy Tool Is Right for Me? 

An old tool for enabling certain security settings in Windows 2000, XP and 7 is xp-Antispy version 

3.98, but it does not work properly for Windows 10. A beta version that is, however, adapted to 

Windows 10 is so far only available in German. 

Some more tools are found here: 6 free tools that stop Windows 10 from spying on everything you 

do, more correctly: on much that you do… 

It would be naїve to believe that you could achieve full privacy with Windows 10 using these tools. 

Not only could some settings be reversed by updates to Windows 10, but there will be more spying 

functions that you have no control over and some that are still unknown. In Windows 7 and 8, the 

spying functions were not yet as far developed as they are in Windows 10, but today they approach 

the functions in the latter through newer updates also in these versions. 

That Windows 10 is effectively a malware is admitted also even by Microsoft. After all, Windows 

10 is spyware… 

Yet it will be worth doing as much as you can for your privacy, bearing in mind that it will never be 

perfect. 

 

https://www.safer-networking.org/spybot-anti-beacon/
https://www.oo-software.com/en/shutup10
http://www.intowindows.com/oo-shutup10-configure-security-privacy-settings-in-windows-10/
https://www.winprivacy.de/english-home/
https://www.youtube.com/watch?v=qttbd2Ouxmc
http://www.intowindows.com/donotspy-stop-windows-10-from-spying-on-you/
https://github.com/Nummer/Destroy-Windows-10-Spying/releases
https://www.youtube.com/watch?v=q6sVjYLIooo
http://xp-antispy.org/en/
https://bgr.com/2015/08/14/windows-10-spying-prevention-privacy-tools/
https://bgr.com/2015/08/14/windows-10-spying-prevention-privacy-tools/
https://answers.microsoft.com/en-us/insider/forum/insider_wintp-insider_security/windows-10-is-malware/d8683bfb-2fef-4fc4-90e8-7656976b387d
https://www.thenewamerican.com/tech/computers/item/21400-windows-10-is-spyware
https://www.thenewamerican.com/tech/computers/item/21400-windows-10-is-spyware

